INFORMATI0N, TECHNOLOGY SECURITY USER RESPONSIBILLTIES

As a user of GSFC information technology resources, I have read the memorandum provided by the Center Information Technology Security Manager and understand that I am responsible for:

· Completing IT Security training.
· Using GSFC systems and resources for official government business.
· Protecting my password by not sharing it with anyone, writing it down or storing it electronically in my computer.

· Not accessing GSFC computer/networks using someone else's password.

· Obtaining the approval of my supervisor before installing any software on any GSFC system, to include personal computers.

· Not using or making unauthorized copies of licensed or copyright software, except as permitted by law or the owner of the copyright.

· Performing regular back‑ups of my work.

· Ensuring that the security of the system is adequate for the category of information that I am entering into the system.

· Logging off the system or network when I leave my workstation unattended.

· Immediately reporting any suspected security violation (virus, unauthorized access, tampering, and theft) to my supervisor.

Printed Employee Name____________________________________Org Code_________

Employee Signature________________________________________Date____________

Name of Supervisor/Mentor__________________________________________________

Please return to Keisha Tigner, Mail Code 297.

